Bully Patrol

Preventing Cyber -Bullying: A Resource Guide for Parents

Defining the Issue of Cyber-bullying

From the playground to the locker-room bullying has long been a thorn in
the side of children, pre-teens and teenagers alike. For the most part
traditional bullying is characterized by
the face to face relationship of the bully
to their victim and the ability of the
victim to escape. However, with the
advent of new technologies such as
instant messaging, text messaging,
email, social networking sites, twitter,
video capable cell phones and the likei L
buIIying has taken on a whole new life According to Stop BuIIyi;wg Now! The most common
and a new name, cyber-bullying. With  method of cyber-bullying is through instant

the new technologies, bullies can now ~ Mess39ng:

harass their victims 24/7, reach a much larger audience, and the bullying
often follows the victim for much longer. Cyber-bullying is characterized

by minors being both the bully and the victim and should not be confused
with cyber-harassment or cyber-stalking. Both cyber-harassment and
cyber-stalking require an adult in the equation.

.o nsWhat are four ways cyber-bullying differs from
playground bullying?

Playground Bullying: Cyber-bullying:
1. vs. 1.
2 vs. 2
3. vs. 3.
4 vs. 4




' Tools of the Cyber-bully
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Mobile phones

Instant
Messenger {(IM)

Chatrooms and
e SSagee
boards

Email

Keeping in touch by woice or
text, taking and sending
pictures and film, listening to
music. playing games. going
online and sending emails.
Useful in emergency situations
and for allowing children a
greater sense of
independence.

Text or voice chatting live with
friends online. A gquick and
effective way of keeping in
touch ewven while working on
other things.

Groups of people around the
wworld can text or voice chat
live about common interests._
For ywoung people, this can be
an easy way to meet new
people and explore issues
which they are too shy to talk
about In person.

Sending electronic letters,
pictures and other files quickly
and cheaply anywheare in the
wworhd -

Sending nasty calls or text messages.
including threats. intimidation,
harassment. Taking and sharing
humiliating images. WVideoing other
people being harassed and sending
these to other phones or internet sites._

Sending nasty messages or content.
Using someone else’'s account to
forward rude or mean messages via
their contacts list.

Sending nasty or threatening
anonymous messages. Groups of
people deciding to pick on or ignore
individuals. Making friends under false
pretences — people pretending to be
someone they're not in order to get
personal information that they can
misuse in a range of ways — e_g. by
spreading secrets or blackmailing.

Sending nasty or threatening
messages. Fomwvarding unsuitable
content including images and video
clips. or sending computer viruses_
Accessing someones else’'s account.,
e_g. to forward personal emails or

Social network
sites

SN
|

Video hosting
sites

e
- )

Wirtual
Learning
Environme nts

WLEs)

=

Gaming sites,
consoles and
wirtual worlds

Bully Patrol

Taking pictures or recording
messages. Being able to see
and talk to someone live on
WOUTr CompuUuter screen.
Bringing far-off places to life or
wideo conferencing.

Socialising with wour friends
and making new ones within
anline communities. Allowing
woung people to be creative
online, even publishing online
music. Personalising
homepages and profiles.
creating and uploading
content_

MAccessing useful educational,
entertaining and original
creative video content and
uploading wour own._

School site, usually available
from home and school, set up
for tracking and recording
student assignments. tests
and activities, with message
boards, chat and IN._

Live text or voice chat during
aonline gaming between players
across the world, or on
handheld consales with people
in the same local area Wirtual
worlds let users design their
own avatars — a figure that
represent them in the wvirtual
wworhd -

Making and sending inappropriate
content. Persuading or threatening
woung people to act in inappropriate
ways. Using inappropriate recordings
to manipulate yvoung people_

Fosting nasty comments. humiliating
images / video. Accessing another
person’'s account details and sending
unpleasant messages. deleting
information or making private
information public. Groups of people
picking on individuals by excluding
them. Creating fake profiles to pretend
to be someonea else. e.qg. to bully,
harass or get the person into trouble.

Posting embarrassing., humiliating filrm
of someone.

Posting inappropriate messages or
images. Hacking into someone else’'s
account to post inappropriate
comments or delete schoolwork_

Mame-calling. making abusive
derogatory remarks. Players mawy pick
on weaker or less experienced users,
repeatedly killing their characters.
Forwarding unwanted messages to
other devices in the immediate vicinity.



Preventing Cyber-Bullying: A Resource Guide for Parents and Teachers Page 3

|dentifying the Cyber-bully in Your Neighborhood
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There are several tools you can equip your child with in order to help better
. . L . . can be very difficult
prepare them for dealing with the cyber-bullies in your neighborhood:

@ Make sure that your child knows he/she can talk to you if bullied because it lacks emotion.

@ Never respond to the cyber-bully; put down the mouse and walk away We cannot see faqal

. . expressions or voic
@Never say anything online you woul di » fac

. . intonation. With online
@ Never give out your password to anyoned even friends!

. . . communication belsure
@ Never post your personal information online
to put the information in

context before

A Parent 0s Re s-Bubtymg € ¢srom? 79

1. Avoid the knee-jerk response to respond to the cyber-bully. This
usually only escalates the situation.

. ‘ 2. Talk to your children about the situation. Do they know who it is?
) How long has it been going on? How are they dealing with it
emotionally?

3. Supervise computer use and frequent

Nearly 51% of preteens told the|r

parents they had been cyber-bullied 4 Preserve instant messages, text messages, emails, etc. for evidence.
compared to 35% of teens.

(Source: Investin Kids, 2006) 5 Egcalate your response as the threat to your child worsens.



Gathering Evidence of Cyber-bullying...
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Taking a Simple Print Screen i
delete + Screen
Step 1: Hold down the Control key and the Print Screen key on

your keyboard simultaneously.

-

Step 2: Now press the Control key plus the letter C to copy the image on the screen.

Step 3: Now open up a blank document (like Word) and press the Control key and the letter V to
paste the image on the screen.

Print screens are
quick and easy
but they will not
hold up in court.
In order to
Looking at the Header or Source Information in an Email provide usavte
evidence you will
also need to
save and copy

For Gmail (Google Email) do the following to find source information:

Step 1: Open the email by left-click on the subject line. Lhe Zource or
eader

Step 2: Left-click the down arrow next to Reply. information.

Step 3: In the drop down menu left-click Show Original.
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Delivered-To: Bgmail.com
Received: by 10.143.3.8 with SMTP id f8ca50743wfi;
Fri, 29 Bug 2008 14:01:48 -0700 (BDT)
Received: by 10.214.45.19 with SMIP id =15mr4413293gas.11.1220043707810;
Fri, 29 BAug 2008 14:01:47 -0700 (PDT)
Return-Path: —~........p@cvm.msstate.edu>
Received: from cvm.msztate.edu (email.cvm.msstate.edu [130.18.152.13])
by mx.google.com with ESMIF id 5s315854480qwg.5.2008.08.29.14.01.46;
Fri, 29 Bug 2008 14:01:47 -0700 (PDT)
Received-SPF: pass (google.com: best guess record for domain of | Njgvm.msstate.edu designates 130.18.152.13 as permiti
Authentication-Results: mx.google.com; spf=pass (google.com: best guess ¢ rd for domain of _Bcvm.mzstate.edu desiq)
Message-id: <fc.00663d3d02565fac3b%acal0067£60db.2565fd4Bcvm. msstate. edu>
Date: Fri, 29 Aug 2008 16:01:43 -0500
Subject: Re: Free advice?
X-Mailer: FirstClass 9.1 (build 9%.211)
X-FC-SERVER-TZ: 181272812

Gmail Calendar Documents Photos Reader Web mare v d@gmail.com | Setting:

Show search opti
Create s filter

|| [ | Search Mail | [ Search the Web
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To: "mariahs smith" < Bomail.com>
From: "Rachel Bishop" < . msstate.edu> Engadget - Fingercams / brain scanners to make mice and multitouch displays seem archaic - 5 hours ago
References: <da3cc7b00808291243g51726d718014352523c464efBmail.gmail.com> Inbox Back to Inbox [ Archive | [ Report Spam | [ More Actions ¥
In-Reply-To: <da3cc7b00808291243g51726d718014352523c464ef@mail.gmail. com> Starred ¥ ice? mbox|x |
MIME-Version: 1.0 Chats & Fre vice = .
Content-Type: text/plain; charset=ISC-8859-1 Sent Mail ialsgmith Aug 29 (3 days ago) |
Content-Transfer-Encoding: 8bit Diafts Rachel Bishopto me Aug 29 (3 days ago) | 6 Reply| v | |

All Mail The only place that wollknow more is the vet school. They “ Reply to all |
The only place that would know more is the vet school. They can tell you Spam more about the injury and i fixable and how much it wouli— Forward
more about the injury and if it is fixable and how much it would cost to Trash c";l't'sﬂm‘a“smab“”ﬁ"'e” Yith what | know. Hope#  Fijter messages like this
fix it. That is the best I can tell you with what I know. Hope it P Print

Contacts
helps!!!!! Rachel A Bishop Add Rachel Bishop to Contacts list

w Chat Secretary/Treasure Delete this message I
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